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Abstract
Large language models (LLM) are increasingly being used at every
step of a hiring process, including resume parsing and candidate
rating. This automation relies on LLMs’ ability to judge both the
relevant qualifications and the “personality” of the candidates; the
latter in turn requires LLMs to “infer” personal information of the
candidates. However, automated inference of personal data, cor-
rect or wrong, poses privacy threats to the applicants; and using
inferred information in decision-making without a careful consid-
eration may turn the hiring process further opaque, unreliable, and
untrustworthy.

On the other side, job applicants’ increasing use of LLMs to
prepare or customize application materials further complicates the
situation. It may blur the uniqueness of different applicants and
confuse the hiring agents by making all applicants look equally
good. This study investigates LLMs’ capability to infer personality
traits from resume—a common step in the hiring process—and
how customizing resumes affect the accuracy of trait inference
and the rating of a candidates for a specific job. To do that, we
collected resumes from 72 undergraduate and graduate students,
along with the big five personality trait measures. We then tested
three popular LLMs in terms of how accurately and consistently
they can predict traits, how they rank applicants, and how trait
prediction and ranking change when the resumes are customized
using a fourth LLM. Results demonstrate that LLMs perform poorly
in inferring traits, and inter-rater reliability scores across LLMs are
below chance-level. Likewise, the effect of resume customization
on the rating was inconsistent across applicants. Using the harm-
centric framing of privacy and the procedural justice theory, we
discuss the implications of these findings on job seekers’ right to
privacy, and on the transparency and reliability of the recruitment
process.

CCS Concepts
• Security and privacy→ Social aspects of security and pri-
vacy; Privacy protections.
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1 Introduction
Large language models (LLM) have become ubiquitous in the job
candidate evaluation pipeline. They parse resumes and other mate-
rials, short-list candidates for subsequent interviews, and analyze
interviews to aid the final selection process [11, 12, 14]. This wide-
spread automation, however, has created frustration among both
job seekers and employers [9, 13]. Job seekers complain about the
‘black-box’ nature of candidate evaluation systems that provide no
insights into the decision-making process, no explanation for why
an applicant was rejected, or no feedback for improvement [18, 20].
Such opaqueness has compelled applicants to take extreme mea-
sures, such as using dating apps to connect with potential employers
to avoid automated rejection by algorithms [5].

On the other side, LLMs have made it easy to create or polish
resumes and other materials, allowing candidates to quickly apply
for a large number of jobs. In a recent report, 55% of hiring man-
agers stated that candidates use LLMs to craft resumes and cover
letters [65]. This does not only flood the system but also may hinder
the hiring agents’ ability to find the right candidate if all resumes
look similar to each other as they are written or polished using a
handful of LLM services. This creates a vicious cycle that makes
the hiring process increasingly frustrating for all.

This paper investigates the privacy, reliability, and transparency
issues from using LLM in the application and hiring process. A
common step in evaluating job candidates by LLMs, both in research
and commercial tools, is to infer personality traits from resume and
other written materials. This inferred knowledge may be provided
to human evaluators or used in subsequent automated steps in
the hiring pipeline. But LLMs’ capability to infer such intimate
personal data creates severe privacy risks, as they can be used for
profiling, online targeting, and other secondary uses [29, 62, 66, 73];
indeed, recent reports suggest the prevalence of fake job postings
for resume harvesting [3], presumably for large-scale amassing of
personal data that fuels the inference economy [63].

Privacy harms may also occur when potential employers use
application materials, which they had legitimately obtained, to au-
tomatically infer traits and use them in decision-making. Looking
through the lens of harm-centric framework of privacy and proce-
dural justice theory [49], using these inferred data for downstream
decision-making may cause privacy harms, such as discrimination,
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stereotyping, or harassment [28, 29, 62]. Because traits are complex
psychological constructs, they may not be accurately or reliability
inferred, and decisions made based on them may unfairly penalize
data subjects (e.g., a financial harm [28] when a deserving candidate
does not get a job). More, the distribution of traits can differ across
populations, creating inconsistency in decision-making [37]. These
harms may arise even when LLMs (or other AI tools) are used to di-
rectly evaluate and rank candidate, without explicitly asking them
to infer traits. For example, a recent study reported that ChatGPT
extracted and over relied on disability-related information from
the resume without being asked to do so [35]. All of these may
contribute to making the hiring process opaque and untrustworthy,
and the decisions from that process unexpected and disheartening.

Finally, using LLMs to customize resumes may impact the auto-
mated hiring process in surprising ways, either positively or nega-
tively. In one hand, customizationmay better highlight a candidate’s
unique strengths and fit to a job description, and help mitigate some
biases (e.g., bias against non-native English speakers). On the other
hand, LLMs generated text may obscure candidate’s unique writing
style, making all resumes similarly ‘polished.’ This may confuse
the hiring agent, make its decision process further unreliable, and
the outcomes may be more random and inconsistent, and unfair
to the candidates. Consequences for hiring organizations can be
substantial as well: if their selection procedures are arbitrary or
unfair, they risk litigation and class action lawsuits. As such, any
algorithm deployed in the field of hiring needs rigorous scrutiny.

Thus, it is both critical and urgent to investigate the privacy,
reliability, and transparency aspects of LLMs in the context of job
candidate evaluation. We contribute toward this by investigating
the extent to which LLMs create privacy risks through inference,
and their consistency in evaluating traits and rating job candidates.
Concretely, this study aims to answer the following questions:

RQ1: How well do LLMs predict personality traits from resume?
How consistent they are in that prediction?
RQ2: How does resume customization affect trait prediction?
RQ3: How does resume customization affect candidate rating?

To answer these questions, we collected resumes and ground
truth personality traits from 72 students at a large public university
in the US. We then created customized versions of these resumes us-
ing the DeepSeek model. Another three popular LLMs (GPT, Llama,
and GritLM) were employed to predict the big five personality
traits [64] and rate candidates using both the original and the cus-
tomized resumes. We found low inference accuracy from all LLMs
for all traits (§4.2). All models systematically either overestimated
or underestimated traits, indicating the inherent unreliability of in-
ferring traits from resume. We computed how consistent the model
predictions are with respect to the ground truth and across models,
and found that, in both cases, the inter-rater reliability scores were
below chance agreement (§4.3). Trait inference from the customized
versions of the resumes had non-uniform impacts: for some traits, it
improved accuracy, for others, it decreased accuracy (§4.4). Finally,
customization led to increased rating of the candidates most of the
time, but not always; and ratings across models were inconsistent
for both original and custom resumes (§4.5).

These results advance our understanding of how the use of LLMs
in hiring might undermine job applicants’ privacy and add confu-
sion to the already opaque hiring process. We discuss the impli-
cations of these findings based on the harm-centric framework of
data privacy [28, 34, 62], the procedural justice theory [49], and
legal protections granted by various regulations such as GDPR [4]
and CCPA [2]. To the best of our knowledge, this is the first study
that systematically investigated the privacy and transparency of
LLMs in the context of trait prediction and job candidate rating,
and how they are impacted by resume customization, also using
LLMs. We believe that the findings will inspire further research and
inform AI deployment and governance policies.

2 Background and Related Work
This section reviews prior art on the use of LLMs and other types
of artificial intelligence for job candidate evaluation, and the asso-
ciated issues of privacy violations, algorithmic bias and discrimina-
tion, and a lack of transparency and trustworthiness.

2.1 Use of LLM to assess job candidates and
their personality

Large language models (LLM) and other AI-based tools are increas-
ingly being used to evaluate job candidates before hiring. Report-
edly, such tools are being used by 51% of companies [36], includ-
ing most of the Fortune 500 companies. The first step for candi-
date evaluation is now parsing resumes using language processing
tools [59]But language models are increasingly being integrated
into all subsequent stages of human resource management, includ-
ing short listing candidates for an interview, making final selections
and optimizing job offers, and after-hire evaluations [41].

Personality trait assessment. Predicting or evaluating candi-
date personality has been an integral part of the hiring process, as
personality traits are thought to be indicative of job performance,
management skills, and other characteristics relevant to employ-
ment [23, 31, 38, 40]. Among various traits, the big five personality
traits—Openness, Conscientiousness, Extraversion, Agreeableness,
and Neuroticism [64]—has been the most widely used in AI-based
hiring tools [38, 59]. Many commercial tools provide big five trait
assessment that are integrated into the hiring pipeline. For example,
Humantic AI [10] and Crystal [8], two tools audited in a prior work
are reportedly being used by 90% of the Fortune 500 companies,
including tech giants like Apple [59].

Accuracy and reliability of trait prediction. Prior works
tested various machine learning models on trait prediction and
reported mediocre-at-best performance. One work trained a cus-
tom model on resumes and free-text interview answers collected
during recruiting process to predict applicants’ Big Five personality
traits; the results showed moderate predictive accuracy [38]. An-
other study used an LLM to analyze transcripts of video interviews;
the models showed predictive performance comparable to conven-
tional personality assessment methods, but exhibited systematic
biases across trait dimensions [76]. Hilliard et al. compared LLMs
with varying parameter values and reported that most models con-
sistently overestimated agreeableness, openness, and emotional
stability from interview prompts [42]. Zhu et al. tested three state-
of-the-art LLMs using zero-shot and chain-of-thought prompting to
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predict the big five traits from interview data. They found weak cor-
relations with ground-truth across models (max Pearson’s 𝑟 = 0.27),
low inter-rater agreement (Cohen’s 𝜅 < 0.10), and predictions to be
biased toward moderate or high trait levels [77]. Finally, Alene et
al. conducted a controlled experiment to audit two commercial sys-
tems designed to predict personality from resumes and social media
profiles: Humantic AI and Crystal [59]. The audit revealed a lack
of reliability in predictions that were being affected by seemingly
irrelevant changes to the resume, such as using a different template,
without any change in the actual content [59].

2.2 Privacy concerns
AI-based recruitment raises fundamental questions about appli-
cants’ right to privacy from multiple perspectives. One of the core
tenets of privacy is individual freedom in choosing how their data
is disclosed, used, and disseminated. But as LLMs, and AI in gen-
eral, ‘infer’ data about an individual that they did not intend to
disclose, their right to privacy is violated and their agency has
been denied [15, 34, 54]. More, the inferred data might be used
by the LLM in downstream decision-making, or extracted by oth-
ers (e.g., by asking the LLM to explain its decision). For example,
Glazko et al. found that ChatGPT was biased against individuals
whose resumes contained roles or awards that suggested a disability
status [35]. This ability to infer new information, and its extraction
and (secondary) use, may lead to further harms like discrimination,
harassment, or reputation loss [28, 34, 62]

Besides denying control over data, inferences violate privacy
from the perspective of impression management: the process by
which individuals influence how others perceive them [48]. Peo-
ple’s desire to manage a good impression underlies privacy-seeking
behaviors [46, 70]. Job seekers might selectively disclose informa-
tion based on how they want to be perceived by the recruiter (and
future colleagues). Consider the professional and personal conse-
quences if, after being hired, a person learns that their colleagues
have a pre-conceived assumption about them of being aggressive
or rude (which they came to know through LLM-based personality
inference).

Other, more direct, privacy risks may arise when LLMs parses
resumes. In the USA, there is a multi-billion dollar data broker
industry. In recent years, there has been also a growth in what
legal scholars call an “inference economy,” where predictions about
individuals become commodified and traded [63]. As bits and pieces
of information about individuals travel through this system and
merged together to profile the data subjects, potential for privacy
harms increases. This situation has prompted arguments for a “right
to reasonable inference,” to establish boundaries on what can legiti-
mately be predicted about individuals without their knowledge or
consent [71]. Recent regulations, such as the California Consumer
Privacy Act (CCPA [2]) and the General Data Protection Regularion
(GDPR [4]), provide inferred data the same level of protection as
directly collected personal information.

It is crucial to note that, the correctness of the inference is often
irrelevant to privacy harms; even if AI systems incorrectly infer
something, the privacy harms remain the same (if not worsen).
Wrongly assuming someone’s demographics, personality, or dis-
ability status still denies them their right to control personal data,

still creates a false impression, and still allows an advertiser to
(wrongly) target them based on the profile created; in fact, in the
hiring context, wrong inferences may cause more harms in terms of
inter-personal relationship building and expectation management.
We further note that, while personality (and other) assessments
might be made during manual resume screening (or a face-to-face
interview), when AI automates this manual processes, it also re-
moves the opportunity to contest or correct wrong assumptions,
does it at a much larger scale [15], and allows indefinite retention
and secondary use [61].

2.3 Bias and fairness
We review past research on bias and fairness as they are intricately
linked to privacy. Recent review papers reported how biases in hir-
ing agents harm both organizations and job seekers [27, 53]. Many
studies found discriminatory behaviors across race [74], gender, and
race-gender intersections [17, 19], age [39], disability status [35],
pregnancy status, and political affiliation [69]. One experiment
compared the level of bias across different factors; it found that
that applicants with hearing disabilities face greater discrimination
than those facing ethnicity, gender, or residence-based discrimi-
nation, particularly in public-facing occupations and public sector
roles [51]. Such discriminatory behaviors extend to multi-modal
data (e.g., simultaneously using resumes and video interviews) as
well [21, 25].

2.4 Procedural justice of algorithmic hiring
Procedural justice requires not only that a decision is accurate, but
also that the process of making that decision is reliable, consistent,
and transparent, as well as trustworthy to the affected popula-
tion [34, 49]. Prior research has investigated this aspect of auto-
mated hiring. One research surveyed 448 computer science students
about perceptions of the procedural fairness of automated hiring
systems. It reported that job seekers’ perceived AI-based hiring deci-
sions as less fair than human judgment, they distrusted automation
in this context and expressed a lack of willingness to participate
in such a process [20]. In another study, Pyle et al. uncovered job
seekers’ perceived harms around privacy and discrimination from
asynchronous interview systems that use the recorded interviews to
infer emotion, which might be used to evaluate the candidates. An-
alyzing online forum posts, He et al. documented fairness concerns
among job seekers and uncovered four key issues: discrimination
against sensitive attributes, interaction bias, unfair interpretations
of qualifications, and power imbalances [41]. Another study sur-
veyed US college students about their perceived privacy harms from
personality trait prediction by hiring agents; participants expressed
concerns about being discriminated, stereotyped, and harassed if
future employers learn about such details [34].

Research gap.While many prior works examined LLM’s capability
to predict traits, they used interview transcripts, chat logs, or social
media data. In practice, job candidates first get evaluated based
on their resumes, which is getting increasingly automated with
LLMs. Further, prior research focused on accuracy, but the impact
of trait inference on privacy under different privacy frameworks
has not been systematically evaluated. Finally, we did not find any
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research on how resume customization, which has become ubiq-
uitous, impacts trait prediction and candidate ranking. Shedding
light on these aspects are both critical and urgent to understand
the transparency and reliability of LLM-based hiring agents.

3 Methodology
3.1 Survey questionnaire and data collection

procedure
We conducted an online study designed following the “data do-
nation” paradigm [56]. Study participants were asked to donate
their resume to help discovering privacy implications from auto-
mated resume evaluation tools. Note that, uploading resume was
optional. Next, participants were asked what job application ma-
terials they have ever customized using artificial intelligence. Af-
terwards, participants were asked to enter three job titles that they
were interested in.

The following question block asked a series of 30 questions to
measure personality traits. This part used one of the most popular
psychometric scales BFI-2-S [64] that measures the big five person-
ality traits: Openness, Conscientiousness, Extraversion, Agreeable-
ness, and Neuroticism. Each question instructed the participants
to indicate the extent to which they agree or disagree with state-
ments like “I am someone who...” using a five-point Likert scale
ranging from “Strongly Disagree” to “Strongly Agree.” Our selection
of these traits was informed by the extensive literature demonstrat-
ing the wide use of these traits in job candidate evaluation (both
by humans and AI-based tools [59], and their strong associations
with employment-relevant outcomes such as problem-solving abil-
ity, creativity [44, 60]. The survey concluded with demographic
questions about age, race, gender, education level, and study major.

The study was reviewed and approved by our institutional ethics
board. Participants were provided a consent form prior to answering
questions. The survey was designed on Qualtrics [7] and advertised
throughout our campus (a large public university in the USA) by
distributing a short description and the survey URL. The description
included information about compensation: we will randomly select
20% of the participants, each will receive a USD 25 gift card. Data
collection was done in November 2025.

3.2 Data analysis
Figure 1 summarizes the pre-processing and analysis steps to an-
swer the research questions. We describe them below.

3.2.1 Resume pre-processing. Participants uploaded resumes in
either PDF or word format. First, PDF documents were converted to
DOCX format using Adobe Acrobat. Next, we used a python library
to parse these documents and extract text content from all sections
and paragraphs, removing formatting contents such as line dividers.
Finally, the first author manually removed personal information,
such as names, email and physical addresses, and gender (when
present), as such information can potentially bias the LLM models
in the subsequent analysis steps.

3.2.2 Resume customization using LLM models. To measure the
impact of customization on trait prediction and candidate rank-
ing, we customized each resume for specific job advertisements.
Advertisements were collected from LinkedIn [6], one of the most

popular professional networking platforms. For this step, two of
the authors searched for advertisements using the first job title
provided by the participants. Both authors then collaboratively re-
viewed the individually collected advertisements and selected one
per resume, optimizing for similarity with the job title mentioned
by the corresponding participant and uniformity in job description
lengths as much as possible. We list the top job titles listed by our
study participants in Appendix A.1; this list shows the diversity
and representativeness of the employment roles used in this study.

Next, each resume was customized to fit the description of
the first job title mentioned by the resume author. We used the
DeepSeek-R1-Qwen-14B [32] model for this purpose. We note that,
in this and all other steps involving LLMs, we locally deployed pub-
licly available models. We did not use any external services to avoid
sharing resumes which might have privacy and ethical implications.
This choice, however, also prevented us from using the latest or the
largest models due to resource constraints. But the impact of model
choice on results is expected to be minimal. Past benchmarking
research showed that the DeepSeek 14B model posses adequate
linguistic capacity for text adaptation tasks [22] and that it achieved
competitive performance on text summarization and adaptation
tasks compared to larger models [55]. All experiments were con-
ducted on an NVIDIA A100-SXM4-80GB GPU with 80GB VRAM, 8
CPU cores, and 256GB RAM. The DeepSeek was configured to have
temperature set to 1 (so it would not be biased to deviate from the
training data distribution to generate tokens), token count to 2048
to avoid resume truncation, and handle variable-length inputs.

To design the LLM prompt for customization, we first explored
online sources to identify popular prompts used by job candidates
in practice (e.g., [68]). After trialing multiple versions and manual
review of the output, we settled with the following prompt adapted
from [68]:
-------------Prompt for resume customization-----------
I'm applying for a [Job Title] position in [Industry],
and I want my resume [Redacted Resume] to stand out.
Based on the job description: [Job Description].
Please rewrite the professional summary (or add one if
it does not exist) that aligns with the job description
and qualifications listed in the resume, and make it
concise and engaging. Also revise or reorder content in
the whole resume so that it reflects my strengths,
relevant skills, and years of experience in a
compelling way.
------------------------------------------------------

Two authors manually reviewed the generated resumes and
found that themodel generated properly formatted and contextually
appropriate resumes that aligned job descriptions with candidate
experience, and meeting our requirements for semantic coherence
and stylistic consistency.

3.2.3 Predicting personality traits using LLMs. We used another
three popular models for trait prediction: gpt-oss-20B, GritLM-7B,
and Llama-3.1-8B-Instruct [58, 67]. To ensure stochastic response
generation while maintaining the quality of the output, all four
models were configured with the identical parameters except for
temperature, which was set to 0.7. This slightly lower value condi-
tions the models to avoid diversity or randomness [57] as the goal
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Start: Collect resumes 
and survey responses

(N=76)

Remove duplicates (remaining 
N=72) and compute ground truth 

traits from survey questions

Convert PDF resumes 
to DOCX format
 and extract text

Manually remove 
demographic data to 

construct an anonymized 
resume dataset (Batch 1)

Collect job advertisement 
form LinkedIn using job 

titles listed by participants

Personalize resumes  for 
specific job descriptions to 

create the  customized 
resume dataset (Batch 2)

Use customized resumes in Batch 2 to 
compute personality traits, and candidate 

ratings for specific jobs, using 3 LLMs

Use original  resumes in Batch 1 to compute 
personality traits, and candidate ratings 

for specific jobs, using 3 LLMs

RQ1: compare traits 
predicted using original 
resumes with the ground 

truth from the survey

RQ2: compare between 
predicted traits based on 

the original and 
customized resumes

RQ3: compare candidate 
ratings for specific jobs 

computed using original 
and customized resumes

Figure 1: Data collection and analysis pipeline.

here is to predict set categories. Specifically, using a resume, the
models were asked to predict if a participant had “high” or “low”
level of each of the five traits (binary categorization). Due to the
GPU memory constraints, models were loaded using 8 bit quantiza-
tion using the BitsAndBytesConfig library [1]. Quantization does
not cause noticeable performance degradation [33] but allowed us
to use models in a single GPU.

3.3 Prompt engineering for trait prediction
For trait prediction, the prompt design process was more involved
compared to resume customization. We employed zero-shot Chain-
of-Thought (CoT) prompting; this choice was informed by prior
research demonstrating its effectiveness in enhancing large lan-
guage models’ performance on text based personality recognition
tasks [43]. We started with a simple prompt: For each resume, an-
alyze the resume_text and determine the person’s levels of Open-
ness, Conscientiousness, Extraversion, Agreeableness, and Neuroticism.
Only return “Low” or “High” for each trait. Output as a table with
one row per person.

One author manually reviewed the generated responses from
each model and identified four issues:(1) all models occasionally
produced responses containing irrelevant details (2) formatting
inconsistencies were prevalent, with outputs failed to maintain
a specific output header schema, (3) GritLM omitted at least one
personality trait assessment in the output most of the times, and
(4) GPT included reasoning that were contradictory for the same
resume. To address these issues, we refined the initial prompt in

multiple passes followed by manual reviews. First, we incorporated
explicit constraints, including header schema and strict grounding
instructions forcing the model to base the analysis on the provided
resume content. This approach aligns with the findings by Banghao
et al., who demonstrated that contextual constraints improved out-
put relevance drastically in large language models [26]. Second, we
adopted a one-shot-prompting strategy by providing an example
resume. The example was manually customized using one of the
author’s (a computer science student) resume to fit for a software
engineering role. Providing an example established a clearer output
format and reasoning, thereby reducing ambiguity in models [26].
Finally, we reminded the models to force an output as sometimes
they skipped producing an output for a certain trait. The final
prompt is provided below.

--------------Prompt for trait prediction------------
Task: Analyze the {resume_text} and determine the
person's levels of Big Five Personality traits:
Openness, Conscientiousness,Extraversion,
Agreeableness, and Neuroticism.

Instructions:
- Only output a table with one resume
- For each trait generate a 'high' or 'low' score
- Do NOT make multiple tables for the same person
- Do NOT make empty tables with no outputs
- DO NOT output with all highs or lows or duplicates
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Reasoning: high
THINK ONE STEP BY STEP

Example output format:
| Name | Openness | Conscientiousness | Extraversion|
|------|----------|-------------------|--------------|
| name | [high or low] | [high or low] | [high or low] |
| Agreeableness | Neuroticism |
|---------------|-------------|
| [high or low] |[high or low]|

Based on the resume provided, infer the most likely
personality scores even if evidence is incomplete.
Do NOT refuse to answer.
-----------------------------------------------------

3.3.1 Rating job candidates. To evaluate if and how resume cus-
tomization impacts applicant ranking, we asked the same three
LLM models to rate each participant in a scale from one to five
(higher ranking is better). Candidates were rated both using the
original and the customized resume (separately); both times the
rating was done for the job the resume was customized for. The
prompt for candidate rating is shown below.

--------------Prompt for candidate rating------------
You are a recruiter. You are tasked with evaluating each
candidates Resume content and decide whether they are
a good fit for the job position or not.

Job Position:{job}
Resume: {resume_text}

Instructions:
- Rate the resume from 1 to 5 (1 = lowest,

5 = highest)
- Base your judgment on qualifications, experience,
and job fit
- MAKE SURE to consider the provided everything
written in the resume text for evaluation
- Think step by step about each resume's strengths
and weaknesses based solely on the resume text
- Output the rating in the following format EXACTLY:

Rating: [number]
------------------------------------------------

3.4 Computing and comparing traits and
rankings

To answer RQ1, we compared the ground truth traits with those pre-
dicted by LLMs using the original resumes after redacting personal
data (Batch1 in Figure 1). The ground truth for the five traits were
computed from the responses to the big five inventory. For LLM
prediction, the problem was converted to a binary classification;
specifically, LLMs were instructed to predict if a resume indicated a
high or low level of each trait. This was done to reduce nuance and
simplify the task for LLMs. To binarize the ground truth trait scores
(ranging from 1 to 5), we split them based on the sample median:

each score higher than the median was labeled as “High” (and “Low”
otherwise). The LLM-predicted binary classes were then compared
with the ground truth labels.

For RQ2 (effect of customization on trait prediction), the above
processwas repeated, but this timewith customized resumes (Batch2
in Figure 1). We further compared the predicted traits from cus-
tomized resumes to that with original resumes.

To assess how resume customization impact the ranking of job
candidates (RQ3), we compared the two ratings, one produced us-
ing the original resume and another the customized version. Each
time an LLM was used, it was initialized from scratch to prevent
contamination from previous executions.

4 Results
4.1 Participants and their personality traits
We received 102 survey responses. Among them, 76 included a
resume, but four of them were duplicate responses. Our subsequent
analyses will only include the 72 unique responses. Detailed break-
down of the participants are listed in Table 1. The random selection
for gift card was done on the full set of participants, regardless of
if they uploaded a resume or not.

Table 2 presents the mean, median, and standard deviation of
participants’ trait scores, along with Cronbach’s alpha that indicates
the reliability of these scores. Cronbach’s alpha was higher than 0.7
for each of the five traits, indicating high reliability [24]. Prior works
using variants of the scale reported comparable scores (e.g., [45, 50]),
suggesting representativeness of our sample. Thus, we treat these
scores as the “ground truth” trait scores for the subsequent analyses.

4.2 Trait prediction accuracy
As explained in §3.4, to simplify the trait prediction task for LLMs,
we converted it to a binary classification problem. Three LLMs were
provided the original resume of each participant and prompted to
predict if that participant had a “Low” or “High” level of each trait.
Table 3 presents the prediction accuracy compared to the ground
truth. For most traits, all three models predicted correctly between
40 to 60% of the time. Note that, since we divided the two classes
based on median value, we had equal number of samples in both
classes. Thus, all models performed close to the random guess level,
sometimes below that. Across the five traits, GritLM’s performance
was the most consistent, while GPT and Llama exhibited more
volatility. Thus, LLM performance is neither sufficiently accurate
nor consistent across traits, even after simplifying trait prediction
as a binary classification task.

To get a more nuanced understanding of when LLMs make cor-
rect or wrong predictions, we computed confusionmatrices for each
trait and model ( Table 4). Note that, TP (True Positive) refers to the
cases where both the ground truth category and LLM prediction
were “High,” TN (True Negative) refers to cases where both were
“Low.” Overall, all models consistently overestimated (i.e., predicted
“High” when the ground truth was “Low”) openness, conscientious-
ness, and agreeableness. Extraversion was also overestimated by
all models, but not to the same degree. In contrast, all models un-
derestimated neuroticism, predicting “Low” when the ground truth
was “High.” These results are intuitive: resumes are more likely
to express traits that are favorably judged, such as openness to
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Table 1: Participant Demographics (N = 72)

Characteristic N (%)

Gender
Male 45 (62.5%)
Female 27 (37.5%)

Age
18–24 28 (38.9%)
25–34 15 (20.8%)
35–44 13 (18.1%)
45–54 13 (18.1%)
55–64 2 (2.8%)

Race / Ethnicity
White 33 (45.8%)
South Asian 11 (15.3%)
Hispanic, Latino, or Spanish Origin 7 (9.7%)
East Asian 6 (8.3%)
Mixed 4 (5.6%)
South East Asian 4 (5.6%)
Black or African American 3 (4.2%)
Middle Eastern, Arab 1 (1.4%)
Native Hawaiian or Other Pacific Islander 1 (1.4%)
Other (White Sephardic Jewish) 1 (1.4%)
Other (White Ashkenazi Jewish and 1 (1.4%)

White European ancestry)
Missing 1 (1.4%)

Education
Undergraduate degree 41 (56.9%)
Postgraduate degree (MA/MSc/MPhil/other) 17 (23.6%)
High school diploma / A-levels 11 (15.3%)
Other 2 (2.8%)
Associate Degree (AS) 1 (1.4%)

Field of Study
STEM 48 (66.7%)
Non-STEM 24 (33.3%)

Prior AI Use for Job Applications
Full resume 28
Cover letter 27
Summary / personal statement 20
Never used AI for this purpose 15

new experiences and challenges, conscientiousness that correlates
with well-thought and organized workflows and competence, and
agreeableness that correlates with friendly and cooperative nature.
Further, these traits were shown to positively correlate with job
performance [23, 31, 40]. On the other hand, neuroticism hints at
emotional instability and a lack of confidence; thus professional
resumes are unlikely to contain any signals to this trait. In sum-
mary, trait prediction from resume will most often be systematically
incorrect: overestimating some traits while underestimating others.
This observation aligns with Hilliard et al., who investigated per-
sonality trait “exhibited” by LLM models themselves, and reported
systematic over- or under-estimation [42].

Table 2: Reliability and Statistics of 30-item Big Five Person-
ality Assessment

Trait Mean Median SD Cronbach’s 𝛼

Openness 3.78 3.67 0.74 0.709
Conscientiousness 3.81 3.83 0.80 0.802
Extraversion 3.17 3.17 0.77 0.738
Agreeableness 3.88 4.00 0.79 0.823
Neuroticism 2.67 2.67 0.92 0.843

Takeaways:
Overall, trait prediction accuracy was around the chance level.
All models overestimated Openness, Conscientiousness, and
Agreeableness; underestimated Neuroticism; and mixed up low
and high levels of Extraversion.

4.3 Trait prediction reliability
This section presents results from inter-rater reliability analysis.
First, we computed how reliable LLM predictions are with respect to
the ground truth. That is, we treat the ground truth computed from
the psychometric scale and the LLM predicted categories as coming
from different raters or annotators. Inter-rater reliability metrics
take care of chance agreements (i.e., two annotators using the same
class by chance) and thus is a better measure than accuracy to
understand how reliable a model is. Since there are two raters, we
use the Cohen’s Kappa metric to assess reliability. Table 5 shows the
results: in most cases, the reliability score is negative or near zero,
indicating worse than chance agreement [47]. For extraversion,
GPT achieves a score of 0.25, which is still below the threshold of
acceptable reliability [47].

Next, we compute reliability among the models. That is, we treat
each model as a rater and investigate how reliably they converge
to the same decision. Since we have three raters (models), we use
Fleiss’ Kappa, which is an extension of Cohen’s Kappa for more than
two raters [16]. Table 6 shows the results. Extraversion reached
the highest score, similar to computing reliability with respect to
the ground truth. But the score is still close to zero, indicating no
better than chance agreement. The other four traits had negative
values, indicating worse than chance agreement [47]. These results
suggest that the same resume may be interpreted in substantially
different ways by different LLM-driven hiring agents.

Takeaways:
Trait assessments from different LLMs do not agree with each
other, questioning the reliability of such assessments.

4.4 Impact of customizing resume on trait
prediction

This section details how customizing the resumes for a specific job
impacted trait predictions. As explained earlier, we used DeepSeek
for customization, and the same three models (GPT, GritLM, and
Llama) were used to predict traits from the customized resumes.
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Table 3: Accuracy of (binary: “Low” or “High”) trait prediction from original resumes.

Model Openness Conscientiousness Extraversion Agreeableness Neuroticism

gpt-oss-20B 58% 53% 63% 51% 47%
GritLM-7B 57% 54% 50% 50% 54%
Llama 3.1-8B 61% 49% 46% 49% 44%

Table 4: Confusion matrices of trait prediction from original resumes compared to ground truth

Model Openness Conscientiousness Extraversion Agreeableness Neuroticism

GPT-OSS-20B
TN: 0 FP: 27

FN: 3 TP: 42

TN: 0 FP: 34

FN: 0 TP: 38

TN: 18 FP: 18

FN: 9 TP: 27

TN: 3 FP: 34

FN: 1 TP: 34

TN: 34 FP: 0

FN: 38 TP: 0

GritLM-7B
TN: 5 FP: 23

FN: 8 TP: 36

TN: 2 FP: 31

FN: 2 TP: 37

TN: 9 FP: 28

FN: 8 TP: 27

TN: 0 FP: 36

FN: 0 TP: 36

TN: 26 FP: 9

FN: 24 TP: 13

Llama3.1-8B
TN: 1 FP: 27

FN: 1 TP: 43

TN: 4 FP: 30

FN: 7 TP: 31

TN: 5 FP: 32

FN: 7 TP: 28

TN: 1 FP: 36

FN: 1 TP: 34

TN: 32 FP: 2

FN: 38 TP: 0

Table 5: Cohen’s Kappa(𝜅) between ground truth trait scores and scores predicted using original resumes.

Model Openness Conscientiousness Extraversion Agreeableness Neuroticism

gpt-oss-20B -0.081 0.000 0.250 0.051 0.000
GritLM-7B -0.024 0.000 -0.017 0.000 0.103
Llama 3.1-8B 0.016 -0.069 -0.064 -0.002 -0.056

Table 6: Consistency among the three LLMmodels in predict-
ing traits from original resumes.

Personality trait Fleiss’ Kappa (𝜅)

Openness −0.015
Conscientiousness −0.051
Extraversion 0.004
Agreeableness −0.022
Neuroticism −0.100

4.4.1 Comparison with ground truth. First, we compared traits
predicted from customized resumes with the ground truth traits.
Table 7 shows the accuracy scores, with accuracy from original
resumes are number within parentheses for comparison. When
customized resumes were used, Llama performed consistently bet-
ter compared to when the original resumes were used. Results for
GPT and GritLM were mixed with no obvious pattern. For GPT,
custom resumes heavily degraded performance for extraversion,
but slightly improved performance for other traits. For GritLM,
changes in performance in either direction were small for across
traits. In summary, customizing resumes impacted LLM prediction
but the impacts are non-uniform across traits and models.

4.4.2 Comparison with previous predictions. Next, we investigated
if trait predictions are consistent across resume versions, that is,

if the same model predicts the same trait level based on both
the original and customized resume. Table 8 shows the results
in terms of accuracy where a prediction is “correct” if it remained
unchanged across resume versions. As the table shows, customiza-
tion changed prediction for some traits but not others. In particular,
all models drastically changed predictions for extraversion when
the customized version was used. Also noteworthy: for neuroticism,
GritLM’s prediction for customized resume matched fewer than
half of the times with prediction for the original resume.

For a finer diagnostic, we again computed confusion matrices for
predictions from customized resumes ( Table 9). TP (true positive)
refers to cases when a model predicted “High” for both the original
and customized resumes, and TN (true negative) denotes “Low”
predictions for both versions. FP (false positive) refers to cases
when original prediction was “Low” and customization flipped it,
and FN (false negative) indicates flipping “High” predictions.

For conscientiosness and agreeableness, predictions are over-
whelmingly in the TP cell for all models. Recall that all models
overestimated these traits (see Table 4), and this trend continues for
customized versions. Openness was overestimated by all models as
well (Table 4); this behavior remains consistent for GPT and Llama,
but GritLM yielded moderately large number of FP and FN, indi-
cating that it switched predictions (from “High” to “Low” or vice
versa) for some resumes across versions. This pattern is stronger
for extraversion across all models: we see slight increase of FP but
a larger increase of FN, again indicating changes in predictions,
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Table 7: Accuracy of trait prediction from customized resumes compared to ground truth.

Model Openness Conscientiousness Extraversion Agreeableness Neuroticism

gpt-oss-20B 59% (58%) 54% (53%) 44% (63%) 56% (51%) 48% (47%)
GritLM-7B 54% (57%) 54% (54%) 47% (50%) 51% (50%) 45% (54%)
Llama 3.1-8B 62% (61%) 56% (49%) 56% (46%) 52% (49%) 48% (44%)

Table 8: Accuracy of trait prediction using customized resume compared to prediction from original resume.

Model Openness Conscientiousness Extraversion Agreeableness Neuroticism

gpt-oss-20B 93% 100% 69% 87% 100%
GritLM-7B 71% 94% 64% 100% 48%
Llama 3.1-8B 90% 81% 61% 96% 97%

with most going from “High” (for original resumes) to “Low” (for
customized resumes). Perhaps the most interesting results were for
neuroticism. Recall that, unlike the other four traits, neuroticism
was underestimated by all models, but more so by GPT and Llama
(see Table 4); results for customized resumes remained faithful to
prior estimates. GritLM also underestimated neuroticism before,
but not to the same degree as the other two models. But this ten-
dency increased after customizing resumes, as indicated by a larger
number of false positives in Table 9 than before, and a reduction in
false negatives. That means, GritLM switched from “Low” to “High”
for customized resumes. This is counterintuitive. One would expect
that polishing a resume will make the writing style appear more
confident. However, after customization, GritLM more frequently
predicted high values of neuroticism, which indicates a lack of
confidence and ability to manage emotion.

Takeaways:
Customizing resumes affected trait inference; but the effect
was non-uniform across models, raising further concerns about
reliability.

4.5 Candidate rating
Here, we present if LLMs rated the same participant differently
based on the customized resume compared to the original resume.
How participant rating changed after customization is visualized
in Figure 2. The numbers in each diagram indicates the rating of
the candidate in terms of their fit to a specific job (1 indicates the
poorest fit, 5 indicates the best fit).

The upward transition in all plots indicate that all models in-
creased rating for the customized version compared to the original
resume. In particular, GritLM and Llama rated a large number of
original resumes in 1, 2, and 3; but rated almost all resumes 4 or 5
after customization. For a handful of resumes the rating dropped
after customization, but the overall trend indicates that customiza-
tion for a specific job may potentially increase the likelihood to
pass the screening phase. However, if all resumes are customized,
then the net effect might be more confusion!

Next, we investigated if the ratings were consistent across mod-
els. Since the rating has more than two categories (five levels in

this case), we compute Krippendorff’s alpha. For ratings using the
original resumes, the alpha value was 0.112, which is considered to
be low level of reliability [30]. Interestingly, the inter-LLM agree-
ment in ratings decreased after resume customization (𝛼 = 0.024).
Thus, while customization generally improved ratings, its effect
was non-uniform across the models.

Takeaways:
Customizing resumes improves candidate rating in most cases,
but not all. The improvement is heterogeneous across models.

5 Discussions
This study sheds light on how LLMs, as part of a hiring pipeline,
impact the privacy of job applicants, and the transparency of the
hiring process. We find that, LLMs could not predict a personality
trait better than a random guess, even after simplifying the prob-
lem to a binary classification task. This inaccuracy is likely in part
because people tend to highlight desirable characters (e.g., open-
ness) while obscuring undesirable ones (e.g., neuroticism) in their
resumes. This result coincides with the findings from Hilliard et al.,
who examined trait distributions among LLM themselves and re-
ported that LLMs selectively exhibit high or low levels of traits [42].
Thus, a direct implication of this result is that automated trait pre-
diction, either using general purpose LLMs or custom machine
learning models, from resumes and other job application materials
may always be systematically biased. Thus, LLM-inference risks
misrepresenting job applicants, likely in direct conflict of privacy
laws such as CCPA [2] and GDPR [4]. As privacy scholars Solove
and Citron argued [28, 62], privacy violations must include harms
caused by the use of personal data, not just the leak or collection of
data. Under this conceptualization, both correct and incorrect trait
inference may lead to privacy harms. In the former case, it may
allow anyone to amass resumes and profile people for later target-
ing; such profiling may further lead to manipulation, stereotyping,
and harassment [34]. Incorrect inferences might lead to more direct
negative consequences, like economic harms [28] when deserving
candidates are denied opportunities because of misrepresentation.
One could argue that personality assessment might be a part of
manual resume evaluation and face-to-face interviews. However,
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Table 9: Confusion matrices of Anonymized personality prediction VS Customized personality prediction.

Model Openness Conscientiousness Extraversion Agreeableness Neuroticism

GPT-OSS-20B
TN: 0 FP: 2

FN: 3 TP: 65

TN: 0 FP: 0

FN: 0 TP: 70

TN: 20 FP: 6

FN: 16 TP: 28

TN: 0 FP: 3

FN: 6 TP: 61

TN: 70 FP: 0

FN: 0 TP: 0

GritLM-7B
TN: 3 FP: 10

FN: 10 TP: 47

TN: 0 FP: 4

FN: 0 TP: 66

TN: 7 FP: 10

FN: 15 TP: 38

TN: 0 FP: 0

FN: 0 TP: 70

TN: 28 FP: 22

FN: 16 TP: 4

Llama3.1-8B
TN: 1 FP: 1

FN: 6 TP: 62

TN: 2 FP: 9

FN: 4 TP: 55

TN: 6 FP: 6

FN: 21 TP: 37

TN: 0 FP: 2

FN: 1 TP: 67

TN: 68 FP: 0

FN: 2 TP: 0

Figure 2: Rating transitions from original resumes to customized resumes. Left: GPT, Middle: GritLM, Right:Llama

automated inference drastically increases the scale of profiling, and
facilitates their indefinite retention and secondary use [61].

We also found that different models show varying levels of ca-
pability to infer different traits, and they are not consistent with
each other. Similar inconsistencies were observed for resume rating,
both for the original and customized versions. While part of it could
be due to the slightly different training procedures and hyperpa-
rameter settings of these models, we note that all three models use
the decoder-only transformer architecture as their backbone, and
were trained on online data sources. Thus, this inconsistency likely
highlight the inherent nondeterministic nature of these models. Fur-
ther, as prior works show, these models are very sensitive to their
hyperparameter values [42], and changing them can drastically
change model predictions. We also found that customizing resumes
had non-uniform impact: it changed predictions for some traits but
not others. In particular, it had a surprising effect on GritLM: it
reduced the underestimation for neuroticism, which is counterin-
tuitive as customization typically leads to a more confident style
of writing. In sum, including LLMs likely added to the opaqueness
and unreliability of algorithmic hiring pipelines. This conclusion
aligns with research investigating the reliability of commercial trait
prediction services [59].

Finally, we found that customizing resumes increased ratingmost
of the times, as expected; however, surprisingly, they sometimes
led to a decrease as well. From the perspective of transparency and
reliability, this seems to be a double edged sword. Particularly, many
resumes that were ranked the lowest (1) were ranked the highest

(5) after customization. This is a big increase, caused without any
material change in the core skill set stated in the resume. Thus,
LLM models may expedite identifying candidates who “appear” to
be a good fit but may not actually poses the necessary skills, while
more skilled candidates might get overlooked. On the other side, a
lower rank due to customization will only add to the confusion.

5.1 Limitations
Due to resource constraints, we had to use smaller than the state-of-
the-art models; larger models might show a higher prediction accu-
racy. However, both comprehensive benchmarking studies [52, 75]
and large-scale surveys [72] show that medium and even small size
models perform on par with large models across various domains.
We also note that, tweaking the prompts, or creating separate, cus-
tomized prompts for eachmodel might improve accuracy. But it also
demonstrate the brittle nature of these models, where a slightly dif-
ferent prompt or an updated version of the model might drastically
change behaviors. Overall, it speaks to the inherent unreliability
of predicting complex psychological constructs from resume text.
Finally, the accuracy improvement not solve the core privacy prob-
lem, which is profiling people which might lead to discrimination
and stereotyping.

Another limitation is that our participant pool is not representa-
tive of the entire job-seeking population. However, this strengthens,
rather than diminishing, the value and implications of our results.
This is because a more heterogeneous population will also vary in
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the writing style and formatting, and as prior research suggests [59],
more variations will likely increase the inconsistency.

6 Conclusions
This study investigated how LLM-based trait inference and job ap-
plicant ranking impacts applicants’ right to privacy under a harm-
centric privacy framework. It further investigated how this practice
impacts the reliability and transparency of the hiring process. Find-
ings portray a grim picture: LLMs may contribute to the already
opaque recruitment procedure, and harm applicants in multiple
ways. This research thus calls for a more cautious approach in
deploying automation in hiring.
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Success Manager, Workstation Specialist Advanced, Manager, Po-
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mercial Lending System Administrator, Data engineer, Systems
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Mechanical Engineer, Key Account, Accounting Manager, Financial
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